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your query, the choices are 25, 50, 100 and All. Finally, click the View Data button to display the results.
Alternatively you can Export the results to a file for viewing in another program. Choose the Export file
format from the drop-down list (XML, CSV, TXT) and click the Export button to create a file.

Datalog screen
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CHAPTER 6: OPERATION

Once you have finished installing and programming the WEB600 the unit is fully operational. Be sure to
test each sensor to make sure your alarm messages will be delivered as expected. Below is a description
of how the internal logic handles alarm message delivery for enabled inputs.

ALARM PROCESSING

When a zone exceeds the programmed alarm limit (or if a contact changes state) the WEB600 will start
its alarm recognition timer and the Status on the Summary screen will change from OK to Waiting, to
indicate that the zone may become an alarm if the fault condition exceeds the programmed recognition
time. If Zone Alarm Delivery is disabled, the zone status will immediately change to Alarm. If the fault
becomes an alarm, the WEB600 will display the Status as either High, Low or Alarm, in red, to indicate
that an alarm exists and the Last Alarm time-stamp will update to reflect the time of the alarm. Note
that if Zone Alarm Delivery is disabled while an alarm condition exists, no messages will be delivered
and any existing alarm message processing will be cancelled.

Once an alarm meets the recognition time, the WEB600 will check to see if the Zone Alarm Delivery
Schedule is enabled. If it is, then alarm processing continues. If the Zone Alarm Delivery Schedule is or
becomes disabled, alarm processing will be cancelled.

Next, the unit will check the programmed Users and corresponding Contacts to see if alarm messages
should be delivered. First, the unit will locate all Users set to Escalation Priority 1. Then it will check to
see if the User is Enabled. Any Users that are not Enabled will immediately be discarded from receiv-
ing the alarm message. Next the unit will check the User Alarm Delivery Schedule. If the User Alarm
Delivery Schedule is enabled then alarm processing continues, if not, alarm processing to this User will
be suspended until either the Alarm Delivery Schedule becomes enabled or the alarm condition clears.
If the Alarm Delivery Schedule becomes enabled the Web600 will proceed to check the Contact pro-
gramming to see if alarm messages should be sent. Note that if a User is Disabled while the alarm condi-
tion still exists, then alarm message processing will be canceled for that User.

The Web600 will now check to see if any Contacts are enabled. Any Contacts that are not Enabled will
immediately be discarded from receiving the alarm message. Next, the unit will check the Contact
Alarm Delivery Schedule. If the Contact Alarm Delivery Schedule is enabled then the alarm message
will be sent, if not, alarm processing to this Contact will be suspended until either the Alarm Delivery
Schedule becomes enabled or the alarm condition clears. If the Contact Alarm Delivery Schedule
becomes enabled the Web600 will proceed to send the alarm message. Note that if a Contact is Disabled
while the alarm condition still exists, then alarm message processing will be canceled to that Contact.

Alarm delivery continues until there are no more users to contact or the alarm no longer exists.

Notes on Alarm Escalation

If no alarm message(s) can be delivered to an Escalation Priority 1 User due to a disabled status, the
WEBG600 will proceed to Escalation Priority 2 Users, and so on, until it can immediately deliver its alarm
message. If any Users below the current Escalation Level become enabled at a later time as the result of a
schedule change, and the alarm still exists, then those Users/Contacts will receive the alarm message at
that time. Users with Escalation Priorities above the current Escalation level will not be sent the alarm
message until the Escalation Delay time activates their respective Escalation Priority level.
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Notes on Alarm Reset

If the alarm reset feature is enabled and an alarm is reset, then the previous alarm will be cancelled and
a new alarm will be processed from the beginning. Any users that were not yet contacted due to call
escalation delay, being unscheduled, or network error will not be contacted about the cancelled alarm.
The reset time must be set high enough to allow all enabled escalation levels to be notified about an
alarm before it is reset.

Sample Alarm Message - (E-mail format):

From:

Sensaphone WEB600

ACME Widgets Monitoring System

Oak & Pine St - Hatfield, PA

High Alarm detected on Zone 1: Server Room Temp
Alarm occurred on Sunday, February 8, 2009 at 9:18:27pm
It is now 87.1F

Level crossed limit of 85.0F

RETURN-TO-NORMAL ALARM MESSAGES

If a zone is programmed with the Return-to-Normal option enabled, then a message will be sent to
those Users/Contacts that were sent the original alarm message, informing them that the condition has
gone back to a normal condition. Those Users/Contacts that did not receive the original alarm message
due to Scheduling, Escalation or Network Service Disruption will not receive the Return-to-Normal
message.

NETWORK SERVICE DISRUPTION

In the event that the Ethernet network (or e-mail server) becomes unavailable due to a service disrup-
tion or power failure, the WEB600 will hold the current alarm messages until service is restored, how-
ever, if both power and battery fail or the alarm no longer exists before the network services are restored
then the alarm messages will be lost.



Appendix A: Weekly Testing Procedure

APPENDIX A: WEEKLY
TESTING PROCEDURE

We recommend that you test your Sensaphone weekly to be sure it is functioning properly. This will
ensure that when a problem arises the Sensaphone will be ready to alert the appropriate personnel.

There are several tests that can be performed:

1.) Create an alarm on each zone by tripping all connected sensors.
Temperature sensors: Heat or cool the sensor.

Motion sensors: Have someone walk in front of the sensor.
Door/window sensors: open the door/window.

Water sensors: Apply a small amount of water beneath the sensor or use a wet towel and touch it to the
sensor probes.

Humidity sensors: Raise the humidity around the sensor by holding a cup of very hot water beneath the
Sensor.

2.) Allow the unit to contact all programmed users. This will make sure that the Sensaphone is pro-
grammed properly. It will also prepare personnel to respond appropriately when they receive a message
from the Sensaphone.

3.) Test the battery (if installed) by unplugging the AC adapter and making sure that the Sensaphone
continues to function. Keep the AC adapter unplugged so that a Power Failure alarm occurs. Plug in the
AC adapter after the unit has finished.

4.) Keep a log of your tests, noting the date and whether the Web600 passed in each category tested. An
example of such a log is shown below. (See “Test Log” at the end of this manual.)

WEB600 Test Log
Date Inputs Alarm Battery
07/19/09 Pass  Fail |Pass Fail | Pass Fail B ° b H

Pass  Fail | Pass Fail |Pass Fail

08/20/09 m D [X] D [X] D A(e)( G.

09/19/09 Pass  Fail ﬁs Fail |Pass  Fail B 0[7 Hl

Pass  Fail | Pass Fail |Pass Fail

Pass  Fail | Pass Fail |Pass Fail

O] O[O

If you require assistance, call Sensaphone Technical Support at 610-558-2700.
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Appendix B: Accessories

APPENDIX B: ACCESSORIES

The sensors listed below are available from Sensaphone, and represent the most commonly used zone
devices. Other dry contact sensors, designed for more specialized applications, may also be used.
Commercial or industrial electrical supply houses can provide devices to monitor virtually any condi-
tion. For further information, contact Sensaphone Customer Service at 610-558-2700.

PART # ...... SENSOR / SWITCH

FGD-0006..... Magnetic Reed Switch
FGD-0007..... Passive Infra-Red Detector
FGD-0010..... 50’ two-conductor #22AWG shielded Cable
FGD-0013..... Spot Water Detector

FGD-0022..... Temp® Alert

FGD-0027..... Humidistat

FGD-0049..... Smoke Detector with Built-in Relay
FGD-0052..... Humidity 4-20mA Transmitter
FGD-0053..... 24VDC Power Supply
FGD-0054..... Power-Out Alert™

FGD-0056..... Zone Water Detector w/Water Rope
FGD-0063..... Additional 10’ Water Rope for FGD-0056
FGD-0065..... Carbon Monoxide Sensor

FGD-0066.. ... Air Quality Sensor

FGD-0067..... Surge Suppressor

FGD-0100..... 2.8k Remote Temperature Sensor
FGD-0101..... 2.8k Weatherproof Temperature Probe
FGD-0102..... 10k Weatherproof Temperature Probe
FGD-0103..... 10k Indoor Decorator
FGD-0104..... 10k Outdoor Air Weatherproof
FGD-0205..... Multi-Point Wireless I/O System
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Appendix C: Modbus® specifications

APPENDIX C: MODBUS® SPECIFICATIONS

Ilnputs TYPE VALID RANGE BASE OFFSET
Ilnput Calibration (fixed-point integer) sint16 +300.00
INormaI Logging Frequency (max 31 days) uint32 0 -2678400 s.
IAlarm Logging Frequency (max 31 days) uint32 0 - 2678400 s.
IAlarm low limits float +80000.00
IAlarm high limits float +80000.00
JLow table limit (4-20mA) float +80000.00
IHigh table limit (4-20mA) float +80000.00
Summary Page Gauge Low Limit float +80000.00
Summary Page Gauge High Limit float +80000.00
|Name string 0 - 32 characters
IRecognition Time uint16 0 - 28800 s.
lAlarm reset time (seconds) (max 8 hours) uint16 0 - 28800 s.
|Input Type uint8 0x00 - OxFF
ICustom Units of Measure string 0 - 16 characters
Type of Units uint8 0x00 - OxFF
IArbitrary ordering number for this I/O point uint8 0x00 - OxFF

|Minimum value float +80000.00
IMinimum value (fixed-point integer) sint32 +80000.00
IMaximum value float +80000.00
IMaximum value (fixed-point integer) sint32 +80000.00
ILast alarm (timestamp) uint32 Any Value
IReaI value (floating-point) float +80000.00
IReaI value + units (string) string Any Non-Null
IReaI value (fixed-point integer) sint32 +80000.00
|[Enables/Disables the entire I/O point. bit TRUE or FALSE
IEnabIes/DisabIes Alarming bit TRUE or FALSE
IEnabIes/DisabIes Alarm on return-to-normal bit TRUE or FALSE
IReset the Minimum bit TRUE
IReset the Maximum bit TRUE
IAlarm Condition uint8 0x00 - OxFF 1x00256 42
JRealtime state, ignoring recognition time. uint8 0x00 - OxFF 1x00270
|useR PROFILES TYPE VALID RANGE BASE OFFSET
IAccess level uint8
ICall escalation priority level uint8 0x00 - OXFE
The user’s full name string 0 - 32 characters
|Username for login |string 0 - 16 characters
IPassword for login |string 0 - 16 characters
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IProfiIe Schedule

42-byte array

Any Value

|Enabie/pisable Profile

bit

TRUE or FALSE

[CONTACTS TYPE VALID RANGE
|e-mai| address string 0 - 64 characters
Type of communication (voice, e-mail, SMS) uint8 0-5
|Contact Schedule 42-byte array Any Value

IEnabIe/DisabIe Contact

bit

TRUE or FALSE

INETWORK TYPE VALID RANGE BASE
|DNS Server IP Address uint32 Any Value

IGateway IP Address uint32 Any Value

IIP Address uint32 Any Value

INetmask uint32 Any Value

IHTTP Port uint16 1..65535

SMTP Port uint16 1..65535

SMTP e-mail server name string 0 - 32 characters

JReturn address for outgoing e-mails |string 0 - 32 characters

SMTP-AUTH user name |string 0 - 32 characters

SMTP-AUTH password |string 0 - 32 characters

SNMP Read-Only/Public String |string 0 - 16 characters

SNMP Read-Write/Private String Istring 0 - 16 characters

SNMP Manager Server (host or IP) Istring 0 - 32 characters

Time Synchronization Server (host or IP) Istring 0 - 32 characters

[Enable/Disable DHCP bit TRUE or FALSE 1x00000
ISMTP-AUTH security enable bit TRUE or FALSE 1x00001
[Enable/Disable SNMP agent bit TRUE or FALSE 1x00003
ISYSTEM TYPE VALID RANGE BASE
IName for unit |string 0 - 32 characters

IDescription for the unit |5tring 0 - 32 characters

Location for the unit lstring 0 - 32 characters

System time uint32 Any Time >= 2009

Call escalation delay (minutes) uint8 Any Value

[Modbus®/TCP Operating Mode uint8

IModbus®/TCP Byte Order (Slave Mode) uint8

IModbus®/TCP Port (Slave Mode) uint8

ISummary Web Page Display Mode uint8 Oor1

IAutomatic daylight saving time adjustment bit TRUE or FALSE

Reset the datalogger bit TRUE

Reset the eventlogger bit TRUE

System time (string) |string Any Time >= 2009

40
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MODBUS® NOTES

MODBUS® ADDRESSES
Address Ranges

The Modbus® address ranges are laid out according to the following color-coded table.
The format below is TxDDDDD where “T” is the address type (bit/word, read-write/
read-only) and DDDDD is a 5 digit decimal base number from 0 to 65535.

bit, read-only 1x00000 - 1x65535

Modbus® Mode Modbus® Address Range

Appendix C: Modbus® specifications

The memory types map to the Modbus® commands as shown in the following table.
The Web600 supports Modbus® conformance classes 0 and 1.

Address Type | Modbus® Commands
0 1,5,15
1 2
3 4
4 3,6,16

Address Calculation
Modbus® Address calculations are performed according to the following table:

Type

Calculation

Notes

Inputs

BASE + (OFFSET * INPUT_NUMBER)

The input number is as follows:

Zone 1 = 0
Zone
Zone
Zone
Zone
Zone
Power =
Battery = 8

o) U W N

~ O w N

Profiles

BASE + (OFFSET * PROFILE NUMBER)

The profile number is as follows:

Profile 1 = 0
Profile 2 =
Profile
Profile
Profile
Profile
Profile =
Profile =7

O J o Uk W
oY U1 W N

Contacts

BASE + (OFFSET * ((PROFILE_NUMBER * 6) +
CONTACT NUMBER))

The contact number is as follows:

Contact 1 = 0
Contact =
Contact
Contact

N
=

DSw
w N

Network

BASE

System

BASE

4]
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Quick Access Table
The following is a quick access table to retrieve the word-access, read-only current input values
as human-readable ASCII strings. Use the Modbus® command “4” to access the data.

Address | Description
Zone 1
Zone 2
Zone 3
Zone 4
Zone 5
Zone 6
Power
Battery

MODBUS® DATA FORMATS

Bit-Representation
The Modbus® interface supports a programmable bit ordering. Both the byte- and word-orders may be individually
programmed to either little- or big-endian formats. The default is big-endian byte-order and little-endian word-
order. This only applies to numeric values. Array, string and bit types are always given in the same format.
Bit
Bit values are boolean values where 1 is “true” and 0 is “false”
uint8, sint16, uint32, sint32
These are integer data formats. The “u” stands for “unsigned”, the “s” stands for “signed”. The number
indicates the number of bits used to represent the data: 8, 16, or 32 corresponding to 1, 2, or 4 bytes
respectively. 1 and 2 byte integers are stored in one Modbus® register while 4-byte integers are stored
in two consecutive Modbus® registers. The byte- and word-orders are programmable.
The integer types may be either fixed-point format or the standard straight integer format. Fixed-
point integer formats are offset by “100”, so divide the straight binary value by “100” to get the real
value. This provides 2 decimal places of precision for a maximum range of £80000.00.

Float
This is a standard IEEE 754 32-bit floating-point number. All floating-point numbers will be in this format
and span 2 consecutive Modbus® registers according to the programmed byte- and word-orders.

String and array
Strings and arrays are strings of 0 or more characters/bytes. They are always returned first-byte first and last-byte
last. Strings are null-terminated with a binary 0 only if they are smaller than their maximum size. For example,
a “name” string may be up to 32-characters long. A value of “John Doe” would be terminated by a “0” because
it is less than 32-characters long, but not a name that is 32-characters long. Arrays are never terminated.



Appendix C: Modbus® specifications
NON-GENERIC DATA

Timestamps
Timestamps can be decoded using the following equations. “div” means integer division where the remainder
is dropped. “mod” means the “modulus” or “remainder”. All values start at “0”. For example, Day 0 is the first
day of the month and Month 0 is January. The year is offset by -2000, so that a value of 9 indicates 2009.

Seconds = (Value div 1) mod 60
Minutes = (Value div 60) mod 60
Hours = (Value div 3600) mod 24
Day = (Value div 86400) mod 31
Month = (Value div 2678400) mod 12
Year = (Value div 32140800)

Timestamps are encoded in the reverse:

Timestamp = (Seconds * 1) +
(Minutes * 60) +
(Hours * 3600 +
(Day * 86400) +
(Month * 2678400) +
(Year * 32140800)

42-byte Arrays (Schedules)
The 42-byte arrays are bitmapped boolean schedule data, where the first bit of the first byte indicates
the first 30-minute block on Sunday morning (12:00:00am to 12:29:59am) and the last bit of the last
byte indicates the last 30-minute block on Saturday evening (11:30:00pm to 11:59:59pm).

Input Types:

Input Type Description

Battery (Internal)
Power (Internal)

0 Normally Open

1 Normally Closed
2 2.8k Thermistor °F
3 2.8k Thermistor °C
4 10k Thermistor °F
5 10k Thermistor °C
6 4-20mA
12
13

Alarm Condition and Realtime State:

State Description
0 OK (No Alarm)
1 Low Limit Alarm or Closed Dry Contact Alarm
2 High Limit Alarm or Open Dry Contact Alarm

Access Level:

Access Level | Description
0 Access Disabled
1 Read-Only
2 Read-Write
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Contact Types:

Contact Type | Description
3 Email or SMS
9 SNMP Trap

Modbus® Configuration:

Operating Mode | Description
0 Modbus® Disabled
1 Read-Only
2 Read-Write

Bit Representation | Description

Big-Endian Byte Order

0 Little-Endian Word Order (Modbus® Default)
Big-Endian Byte Order

: Big-Endian Word Order (Network Byte Order)

5 Little-Endian Byte Order

Little-Endian Word Order (Intel Byte Order)

Summary Web Page Display Mode

Gauge Mode | Description

0 Arrow Mode

1 Bar Mode
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APPENDIX D: SPECIFICATIONS

ALERT ZONES

Number of Zones: 6
Zone Connector: terminal block

Zone Types: N.O./N.C. contact, 2.8K Thermistor ( -109° to 115°F, -85° to 57°C ) And 10K Thermistor
(-87° to 168°F; -66° to 76°C), and 4-20mA (-80,000.0 to 80,000.0

Zone Characteristics: 28.7K(Q to 3.3V (temperature/contact) or 250 Ohms to ground (4-20mA)
A/D Converter Resolution: 12 bits +2 LSB
Zone Protection: 5.5VDC Metal Oxide Varistor with fast acting diode clamps.

DATA LOGGING
32,000 Samples (all samples include data date and time)

1 second to 1 month sampling rate
User programmable channel selection
Zones 1 -6

Battery

Input Power

LED INDICATORS

Power On: On steady when the unit is powered on.
Alarm: Off when no alarm exists.
Ethernet Link and Activity LEDs

COMMUNICATION TYPES:
E-Mail - SMTP
Text Messages
Web page - Supported formats HTTP, PDA, WAP, and XML
SNMP - MIB with Traps, GET, GETNEXT, and SET
MODBUS®/TCP Slave Conformance Class 0 and 1

POWER SUPPLY
Power Supply: 120VAC/5VDC 50/60Hz 6W wall plug-in transformer w/6’ cord.
Power Consumption: 2 Watts
Power Protection: Metal Oxide Varistor
Battery Backup: Optional 2hr battery backup module (Part ##GD-W610).
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ENVIRONMENTAL
Operating Temperature: 32-122° F (0-50° C)
Operating Humidity: 0-90% RH non-condensing
Storage Temperature: 32°-140° F (0-60° C)

PHYSICAL
Dimensions: 1.4”h x 5.5”w x 3.7°d
Weight: 1.5 Ibs.

Enclosure: Indoor-rated plastic housing suitable for wall or desktop installation.
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2.8K THERMISTOR DATA

Degrees Celsius
-50
-40
-30
-20
-10

0
10
20
30
40
50
60
70
80

Resistance (Ohms)
187,625
94,206
49,549
27,180
15,491
9,142
5,572
3,498
2,256
1,491
1,009
697

490

351

10K THERMISTOR DATA

Degrees Celsius
-50
-40
-30
-20
-10

0
10
20
30
40
50
60
70
80
90

100
120
130
140
150

Resistance (Ohms)
441.3K
239.8K
135.2K
78.91K
47.54K
29.49K
18.79K
12.25K
8,194K
5,592
3,893
2,760
1,990
1,458
1,084
816.8
481.8
376.4
297.2
237.0

Appendix E: Thermistors
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Appendix F: Returning the Unit for Repair

APPENDIX F: RETURNING
THE UNIT FOR REPAIR

In the event that the WEB600 does not function properly, we suggest that you do the following:
1) Record your observations regarding the WEB600’s malfunction.

2) Call the Technical Service Department at 610-558-2700 prior to sending the unit to Sensaphone for
repair.

If the unit must be sent to Sensaphone for Servicing, please do the following:

1) Unplug the AC power supply from the wall outlet, remove the batteries, and disconnect all sensors
from the alert zones.

2) Carefully pack the unit to avoid damage in transit. Use the original container (if available) or a sturdy
shipping box.

3) You must include the following information to avoid shipping delays:
a) Your name, address and telephone number.
b) A note explaining the problem.

4) Ship your package to the address below:

SERVICE DEPARTMENT

SENSAPHONE

901 Tryens Road

Aston, PA 19014

5) Ship prepaid and insured via UPS or US Mail to ensure a traceable shipment with recourse for dam-
age or replacement.
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Appendix G: Test Log

TEST LOG

APPENDIX G
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